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REVIEW SUMMARY SHEET

No changes required to policy (evidence base checked) O

Changes required to policy (evidence base checked) X
Summary of changes within policy:
2024 Review

Section 4.2 & 4.7: Changes to the arrangements for Information Sharing Agreement and Data
Processor Agreements sign off.

Section 5.6.3: Updated In Transit section with direction to 1G14 Confidentiality in
Communications.

Appendix 1 updated to reflect current range of policies, procedures and guidance.
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1 INTRODUCTION / PURPOSE

The Data Protection Act 2018 (Data Protection Act) and the UK General Data Protection
Regulation (GDPR) imposes obligations on the use of all personal data held by the State Hospital,
whether it relates to patients and their families, employees, complainants, contractors or any other
individual who comes into contact with the organisation. This has implications for every part of the
organisation.

The State Hospital and its employees are bound by a legal duty of confidentiality to all data
subjects which can only be set aside to meet an overriding public interest, legal obligation, or
similar duty.

The legislation applies to all staff, contractors and volunteers working for the State Hospital.

This policy, IG22 Data Protection (Law Enforcement) Policy sets out how the State Hospital
meets its legal obligations and requirements under confidentiality, data protection and
information security standards for processing personal information for purposes of law
enforcement.

Where the State Hospital has a statutory function for a law enforcement purpose, the State
Hospital is a ‘competent authority’ as defined by Section 30(1)(b) of the Data Protection Act
2018and as a Controller, as defined in Section 32 of the Data Protection Act.

Law enforcement purposes are the purposes of prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, including the safeguarding against and
the prevention of threats to public security.

The use of personal data for any other purpose is managed by IG05 Data Protection (GDPR)
Policy.

The chief requirements outlined in this policy are based upon the Data Protection Act, which is the
central piece of legislation covering security and confidentiality of personal information when used
for law enforcement purposes.

This policy should be read in conjunction with the State Hospital’s other Information
Governance policies, procedures and guidance listed in Appendix A.

2 LEGISLATIVE FRAMEWORK

The Data Protection Act 2018 applies to all personally identifiable information held in manual files,
computer databases, videos and media about living individuals, such as personal records,
personnel and payroll records, other manual files, microfiche/film, etc. Data referenced by a
number of any criteria that might identify a living individual — including but not limited to name and
address, or reference number — constitutes personal data.

The Data Protection Act specifically identifies health, housing, education and social work records
as “accessible records”, which means that all electronic data and manual data from any of these
categories meets the definition of personal data (even if that manual data is not stored in a relevant
filing system).

The use of personal information for law enforcement purposes is specifically governed by part 3 of
the Data Protection Act.

All personal data must be handled according to the Data Protection Act and the GDPRs’
requirements, and this policy contributes to how this is delivered.
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3 SCOPE

This policy applies to all staff, contractors and volunteers at the State Hospital, when they are
processing personal information for purposes that are for a law enforcement purpose.

4 MANAGEMENT AND RESPONSIBILITIES
4.1 The Controller

The State Hospital as Controller is obliged to, taking into account the nature, scope, context and
purposes of processing personal data, implement appropriate technical and organisational
measures to ensure and demonstrate that processing is performed in accordance with data
protection legislation.

This includes:

¢ Implementation of appropriate data protection policies and procedures.

¢ Adherence to codes of conduct or approved certification mechanisms approved by the
Information Commissioner’s Office (ICO).

e Ensuring that the policies and procedures are designed to, by default, only process
personal data that is necessary for each specific purpose.

o Measures shall ensure that by default personal data is not accessible to an indefinite
number of people without the individual’s intervention.

4.2 Chief Executive
The Chief Executive has overall responsibility for Data Protection within the State Hospital.

Information Sharing Agreements and Data Processing Agreements that disclose information for
Law Enforcement purposes can be signed on behalf of the State Hospital by the Chief Executive in
lieu of an Information Asset Owner.

The Director of Nursing and Operations deputises in the absence of the Chief Executive.
4.3 Senior Information Risk Owner (SIRO)

The SIRO is responsible for coordinating the development, implementation and maintenance of
information risk management policies, procedures and standards for the State Hospital. It is their
role to:

o Oversee the development and implementation of this policy and a strategy for implementing
the policy.

e Take ownership of risk assessment process for information risk including review of risk
assessments carried out on Information Assets.

¢ Review and agree action in respect of identified information risks.

¢ Ensure that the State Hospital’s approach to information risk is effective in terms of
resource, commitment and execution and that this is communicated to all staff.
Provide a focal point for the resolution and/or discussion of information risk issues.

o Ensure executive management is adequately briefed on information risk issues.

The Director of Finance and eHealth is designated as the State Hospital’s SIRO.

The Chief Executive or a person nominated by the Chief Executive deputises in the absence of the
Director of Finance and eHealth.
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4.4 Data Protection Officer (DPO)

The State Hospital is required to appoint a suitably qualified Data Protection Officer. Their role is
to:

¢ Provide the State Hospital, its employees, contractors and volunteers with advice and
guidance regarding their obligations under data protection legislation.

¢ Monitor compliance of data protection legislation with regard to the State Hospital’s policies
and procedures, assignment of responsibilities, awareness and training of staff, and related
audits.

e Provide advice were requested regarding privacy impact assessments and the monitoring
of their performance.

e Cooperate with the supervisory authority in relation to data protection matters. The UK
supervisory authority is The Information Commissioner’s Office (ICO).

e Manage Subject Access requests.

e Act as a contact point for data protection matters.

The monitoring of compliance with this policy and related procedures is delegated to The DPO.
The Information Governance and Data Security Officer is designated as the State Hospital’'s DPO.

The Health Records Manager deputises in the absence of the Information Governance and Data
Security Officer.

4.5 The Caldicott Guardian

The Caldicott Guardian has responsibility for advising Hospital staff and ensuring adequate
arrangements be put in place to protect patient identifiable information.

The Associate Medical Director is designated as the State Hospital’s Caldicott Guardian.
The Medical Director deputises in the absence of the Associate Medical Director.
4.6 The Information Governance Group (IGG)

The members of the Information Governance Group are responsible for overseeing the
development of this policy and its implementation. The IGG on behalf of the Caldicott Guardian are
responsible for ensuring the effective integration of respective policies for control of patient
identifiable information and on behalf of the SIRO for staff identifiable and any other identifiable
information held on suppliers etc. The group on behalf of the State Hospital are also responsible for
ensuring the following:

Each individual is aware of their rights.

Delivery of staff and patient awareness and training in relation to this policy.

Delivery of Information Governance to meet national standards.

Production of the IGG Annual Report which is presented by the Caldicott Guardian to the
Clinical Governance Committee.

4.7 Information Asset Owner (IAO)

IAO are the directors of the hospital and individuals designated by the Chief Executive. They are
owners for one or more identified information assets. The State Hospital's IAOs are required to:

e Ensure the confidentiality, integrity, and availability of all information that their system

processes and protect against any anticipated threats or hazards to the security or
integrity of such information.
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e Undertake privacy impact assessments and information risk assessments on all
information assets where they have been assigned ‘ownership’, following guidance from
the DPO on assessment method, format, content, and frequency.

¢ Negotiate Information Sharing Agreements and Data Processor Agreements with other
stakeholders.

e Sign Information Sharing Agreements and Data Processing Agreements on behalf of the

State Hospital which use their Information Assets

Supply reports on measures taken to mitigate or deal with information risks to the IGG

Authorise changes to user access arrangements for the asset.

Provide information from their assets to fulfil subject access request.

Provide a suitably qualified individual to support subject access redaction procedures.

Promptly report any suspected or actual breaches of data protection to the DPO.

Each IAO must ensure that there is a suitable deputy to cover planned and unplanned absence.
4.8 Information Asset Administrator (IAA)

An IAA is a member of staff nominated by an IAO to manage an information asset on a day to day
basis on their behalf.

IAA responsibilities will vary depending on the IAO’s needs and the requirements of the information
asset. These may include:

Managing user access to the asset.

Being a first point of contact for the asset.

Extracting information for Subject Access requests.
Performing redaction as part of the Subject Access procedure.

4.9 Managers

All managers are responsible for ensuring that this policy is communicated and implemented within
their area of responsibility. They are responsible for the quality, security and management of
personal data in use in their area and promptly report any suspected or actual breaches of data
protection to the DPO via DATIX.

Advice or assistance regarding this policy or data protection in general is available from the DPO.

410 All Staff, Volunteers and Contractors

Everyone has a role in the effective management of risk, including information risk. All staff must
actively participate in the process of information risk management by:

e Following the State Hospital procedures regarding the handling of personal data.
e Identifying and reporting potential information risks in their area.
¢ Handling and sharing information responsibly at all times.

All data protection and information security related incidents should be promptly reported via
DATIX.

4.11 Provisions for Continuity and Resilience
The State Hospital will make provision by way of designated personnel; to ensure that there is
adequate cover to maintain data protection functions in the event of planned and unplanned

absences of:

e The Chief Executive.
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The Senior Information Risk Owner.
The Data Protection Officer.

The Caldicott Guardian.

Information Asset Owners.

5 DATA PROTECTION PRINCIPLES

The Data Protection Act contains 6 principles which regulate the use of personal data. The
principles apply to all personal data, when processed for any law enforcement purposes.

5.1 Lawful and fair

The processing of personal data for any of the law enforcement purposes is lawfully and
fairly. (Data Protection Act 35(1) (‘Lawful and fair’))

The State Hospital is obliged to meet specific criteria before processing personal data for the
purposes of law enforcement.

5.1.1 Sensitive Processing

Certain types of personal data are considered to be “sensitive processing” and additional
conditions must be met before processing this information is permitted.

Sensitive processing is the processing of:
e Personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs or trade union membership.
e Genetic data, or of biometric data, for the purpose of uniquely identifying an individual.

e Data concerning health.
¢ Data concerning an individual’s sex life or sexual orientation.

Please see 5.7.2 for additional safeguards.

5.2 Purpose limited

The law enforcement purpose for which the personal data is collected on any occasion
must be specified, explicit and legitimate, and must not be processed in a manner that is

incompatible with the purpose it was collected. (Data Protection Act 36(1) (‘Purpose limited’))

The State Hospital shall ensure that the reasons for collecting and using personal data are
documented and that personal data used for one reason is not used for a different one.

Personal data used for a law enforcement purpose, should not be re-used for a different or for a
non-law enforcement purpose unless authorised by law.

53 Data minimisation

Personal data shall be adequate, relevant and limited in relation to the purpose or purposes
for which they are processed. (Data Protection Act 37 ((‘Data minimisation’))

The State Hospital shall ensure that any data collected from individuals is sufficient for the law

enforcement purpose. It should relevant to the purpose, but limited to information that is necessary
for the law enforcement purpose.
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54 Accuracy

Personal data shall be accurate and, where necessary, kept up to date (Data Protection Act
38(1) (‘Accuracy’))

The State Hospital shall ensure that personal data held on any media is accurate and up to date.
The State Hospital will via procedures and operational protocols manage validation routines to
promote accuracy of information.

Users of software are responsible for the quality (i.e. accuracy, timeliness, completeness) of their
data by carrying out their own quality assurance and patrticipating as required in quality assurance
processes.

Personal information should also be checked for accuracy on a regular basis.
5.5 Storage limitation

Personal data processed for any purpose or purposes shall not be kept for longer than is
necessary for that purpose or those purposes. (Data Protection Act 39(7) (‘Storage limitation’))

Personal data must not be retained indefinitely. IAOs must ensure that they are aware of, and their
information assets are compliant with the State Hospital’'s management, retention and disposal
policies for administrative and clinical records.

5.6 Security

Personal data shall be processed in a manner that ensures appropriate security of the
personal data. (Data Protection Act 40(1) (‘Security’))

All information relating to identifiable individuals must be kept secure at all times. Staff must take
steps to ensure that office environments and working practices take account of the security
necessary to prevent the loss, theft, damage or unauthorised access to data subject and other
information. IAOs are responsible for ensuring that all systems storing personal data, or other
assets or repositories of information are appropriately risk-assessed and protected from identifiable
threats.

Security measures include (but are not limited to) the following:

¢ All software and data should be removed from redundant hardware and media storage
before being disposed of.

e Personal information must not be held on removable media unless encrypted (e.g. memory
sticks, laptops, discs etc.).

e Access to both computer and paper records should be restricted only to those who need
direct access to the data contained within them.

e Access controls like passwords, smart cards and other similar measures must not be
shared.

o Offices where paper records are stored must be secure, and adequate measures must be
in place to prevent the loss or theft of records — measures include controlling access to
premises, checking the identity of individuals visiting premises, and locking away paper
records when not in use. Managers are responsible for assessing the risk of premises
where their staff work, and taking remedial action.

¢ All confidential waste paper must be shredded using authorised shredders.

¢ All actual and potential incidents must be reported via DATIX.

5.6.1 Information Security

The eHealth department is responsible for ensuring that systems under the control of the State
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Hospital and the State Hospital’s users comply with current Data Protection legislation. This
includes responsibility for ensuring that procedures are in place to achieve a high level of data
quality.

This includes ensuring that:

e Users are set up on the system on a need to know basis.

¢ |AO have been advised of their responsibilities and carried out a risk assessment on the
asset for which they are responsible, in accordance with the State Hospital’'s Risk
Management procedures.

e Advice is sought from the DPO regarding Data Protection issues whenever appropriate,
and Data Protection implications are considered at the earliest stage whenever systems are
procured or altered.

e Disclosures of information are checked and appropriate.

e Unusual requests for disclosure must be scrutinised and referred to the IAO / DPO when
necessary.

e EHealth staff must be aware of their responsibilities regarding security, data protection and
confidentiality issues.

5.6.2 Back-ups

eHealth is responsible for ensuring there are procedures which outlines the media, frequency and
retention period for back-ups of the data and programs for the systems within their control.

Those systems which are ‘run’ for the users by eHealth will have their systems backed up on a
regular basis. The master copy of programs and back-ups of data will be kept in a fireproof data
safe, ideally in a separate building or off site from the system.

5.6.3 Information in Transit

Reliable transport couriers must be used at all times. Packaging should be sufficient to protect the
contents from any physical damage during transit, Hardcopy data subject or other sensitive
categories of personal data must only be sent by a tracked delivery service, and must be properly
addressed to a named individual.

Where possible, sensitive categories of personal data should be sent in a digital format using an
encrypted medium (i.e. to an NHS email address, on an encrypted CD, etc.).

See |IG14 Confidentiality in Communications policy for detailed information.

5.6.4 Data Processors

Where the State Hospital uses a contractor to process personal data on its behalf, the contractor
must sign a data processing agreement which ensures that they are taking adequate steps to
comply with the processing instructions and data protection legislation on behalf the State Hospital.
The State Hospital retains legal responsibility for the actions of processors, and so those managing
contracts must ensure that they contact the DPO to ensure that security procedures are specified
in the contract, and subsequently checked to ensure that they are in place.

Contracts between the State Hospital and third parties must include an appropriate confidentiality
clause which should be disseminated to the data processor’'s employees.

5.7 Safeguards
5.7.1 Archiving, Research and Statistics

Information used for a law enforcement purpose may not be:
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e Archived in the public interest, or
e Used for research, or
e Used for statistics.

If it is likely to cause substantial damage or distress to an individual or if the use will be in relation
to measures or decisions about an individual.

5.7.2 Sensitive Processing

When using information that is considered sensitive processing, the IAO will ensure that an
appropriate policy document in place before the use starts.

The policy document should explain:

a) The procedures for compliance with the data protection principles.

b) The Data Protection Act 53(4) or the Data Protection Act 53(5) condition(s) relied upon for
sensitive processing.

c) The retention and erasure policy for the information.

The policy document should be:

a) Retained for six months longer than the processing is undertaken.
b) Reviewed annually and updated as required.
c) Made available to the Information Commissioner’s Office on request and without charge.

A record of processing must be maintained when using personal information for Law Enforcement
purpose. (See Section 8).

6 STAFF AWARENESS
6.1 Training

The State Hospital has a mandatory training programme which includes maintaining awareness of
data protection, confidentiality and security issues for all staff. This is carried out by annual
computer based training sessions covering the following subjects:

Personal responsibilities.

Confidentiality of personal information.

Relevant State Hospital Policies and Procedures.

Compliance with the Data Protection Principles.

Individual rights.

General good practice guidelines covering security and confidentiality.
Records management.

6.2 Induction

All new starters are given standard Information Governance training as part of the State Hospital’s
induction process. Additional training in these areas will be given to those who require it due to the
nature of their job. A register will be maintained of all staff attendance at training sessions.

6.3 Contracts of Employment

Staff contracts of employment are produced and monitored by the State Hospital's Human

Resources department. All contracts of employment include a data protection and general
confidentiality clause. Agency and contract staff are subject to the same rules.
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6.4 Disciplinary issues

All personal data recorded in any format must be handled securely and appropriately, and staff
must not disclose information for any purpose outside their normal work role.

It is a criminal offence to deliberately or recklessly disclose personal data without permission from
the State Hospital.

Any unauthorised or reckless disclosure of information by a member of staff will be considered as a
disciplinary issue.

7 CHILDREN AND YOUNG PEOPLE

71 Consent and confidentiality

Children and young people have the same rights to and expectations of confidentiality as any
other. Judgements need to be made on a case-by-case basis about circumstances when it might
be appropriate to share information with parents or carers.

7.2 Consent - young people aged 16 and 17

Young people aged 16 or 17 are presumed to be competent for the purpose of consent and are
therefore entitled to the same duty of confidentiality as adults.

7.3 Consent - children 13 - 16

Children between the ages of 13 and 16, who have the capacity and understanding to take
decisions about their own affairs, are also entitled to make decisions about the use and disclosure
of information they have provided in confidence.

In other cases, consent should be sought from a person with parental responsibility if such a
person is available.

7.4 Information sharing without consent

The sharing of information about children and young people should generally happen under the
same principles that apply to adults. The default position is that information should be shared with
consent; where information sharing is required and consent cannot be obtained (or asking for it
would be inappropriate), the individual should still be informed.

There may be circumstances where consent cannot be obtained or where it would obviously be
refused. Decisions about sharing in these circumstances should be made in the best interests of
the child or young person.
Disclosure without consent may be justified:
¢ Where the young person does not have sufficient understanding to appreciate what the
advice being sought may involve.
e Where the young person cannot be persuaded to involve an appropriate person in a
discussion or consultation that is in their best interests.
o Where it would be essential to the best interests of the data subject.
7.5 Safeguarding

Sharing of information between practitioners is essential to ensure that children are properly
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protected. Information from different sources may have to be put together to ensure that a child can
be identified as being in need or at risk of harm. Where there are concerns that a child is, or may
be at risk of significant harm, the professional must follow the State Hospital Child Welfare /
Protection Procedure for Reporting Concerns. (

8 INFORMATION ASSET REGISTER / RECORD OF PROCESSING ACTIVITIES

The State Hospital will maintain a register of all information assets that utilise personal data that it
has responsibility for as Controller.

Information assets used for Law Enforcement purposes must be registered in the information asset
register set out in IG05 Data Protection Policy (GDPR) Section 10.

It is the responsibility of the IAO to ensure that their information assets are registered and the
information is kept up to date.

9 DATA PROTECTION BY DESIGN AND DEFAULT

The State Hospital is obliged to implement appropriate technical and organisational measures to
ensure that, by default, only personal data which are necessary for law enforcement purposes are
processed.

These measures and controls should be designed to implement the data protection principles
(Section 5) and integrate the safeguards (Section 5.7).

These measures and controls apply to:

a) The amount of personal information collected.
b) The extent of its use.

c) The period of storage.

d) lts accessibility.

These measures shall ensure that by default that personal information is not made available to an
indefinite number of people.

10 INFORMATION NOTICES

When personal data is used for Law Enforcement purposes by the State Hospital it is
necessary to make information available to the data subjects.

The State Hospital will use Information Notices to convey the following information:

The identity and contact details for the State Hospital or their representative.

The contact details of the DPO.

The purpose for processing the personal data.

The legal basis for processing.

The recipients or categories of recipients of the personal data.

Where applicable, the fact the State Hospital intends to transfer the personal data to a third
country and the existence or absence of suitable safeguards.

The retention period for the information, or the criteria used to determine the period.
e The existence of rights to request from the State Hospital:

— Access to their personal data.

— Rectification of their personal data.
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— Erasure of their personal data.
e The right of the data subject to lodge a complaint with the ICO and ICO’s contact details.
¢ Any further information the data subject may need to exercise their rights, such as the
information was obtained without the data subject’s consent.
10.1 Restriction of Information Notices
Where the provision of an Information Notice would:
o Obstruct an official or legal inquiry, investigation or procedure, or
o Prejudice the prevention, detection, investigation or prosecution of criminal offences or the
execution of criminal penalties, or
e Jeopardise public security, national security or the rights and freedoms of others,
Then the State Hospital may restrict wholly or in part the provision of an Information Notice.

Where a restriction is used, the data subject(s) should be informed of following information,
provided doing so does not undermine the purpose of the restriction:

e That the provision of an Information Notice has been restricted.

e The reasons for the restriction.

e The Data Subject’s right to request the Information Commissioner to check that a
restriction is lawful.

11 DATA SUBJECT RIGHTS

Data protection legislation provides a number of rights to data subjects. When a data subject
exercises any of their rights, the DPO and the IAO should be notified immediately.

11.1 Rights to Rectification
A data subject has the right, without undue delay, to:

¢ Redctification of inaccurate personal data.
e Complete personal data that is incomplete.

Where information must be maintained for purposes of evidence, then instead of erasure the use
of the information will be restricted. (See Section 11.2).

It is the responsibility of an IAO to ensure that documented procedures are in place to facilitate the
correction and completion of personal data within one calendar month of notification.

11.2 Rights to Erasure and Restriction of Processing

The State Hospital must erase personal data if using it would infringe the Data Protection
Principles (Section 5) or the Safeguards (Section 5.7) or if the State Hospital has a legal obligation
to erase the information.

A data subject may request the erasure or restriction of processing of their personal data.

If the information must be maintained for purposes of evidence, then instead of

erasure, the use of the information will be restricted.

When a restriction to process personal data is in force, the only activities permitted are:

e Storage & backup.
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Any processing agreed the data subject with their consent.
Any processing pursuant to a legal claim.

Any processing for the protection of the rights of another.
Any processing for reasons of important public interest.

It is the responsibility of the IAO to ensure documented procedures are in place to facilitate the
erasure or restriction of processing of personal data within one calendar month of notification. The
IAO should seek guidance from the DPO prior to commencing any erasures.

11.3 Right not to be subjected to automated decision-making
The State Hospital will not base its decisions solely on automated use of personal information.
11.4 Rights of Access

A data subject has the right, subject to certain conditions, to obtain from the State Hospital
confirmation as to whether or not personal data relating to them is being processed, and, where
that is the case, access to the following information:

e The purposes and legal basis for the processing.

e The categories of personal data being processed.

e The recipients or categories of recipients that data has been or will be disclosed, including
recipients in other countries or international organisations.

e The retention period of the data or the criteria used to determine the retention period.

e The existence of the right to request rectification, erasure or restriction of processing
personal data.

e The right to lodge a complaint with the ICO and their contact details.

e The source of the personal data.

It is the responsibility of the IAO to ensure documented procedures are in place to supply this
information within one calendar month.

11.4.1 Subject Access Requests

Individuals have a right to request any personal data held by the State Hospital in whatever form.
The State Hospital has a Subject Access Request (Law Enforcement) Procedure to manage
requests for access to information — in summary, all subject access requests must be sent to the
DPO for management.

It is the responsibility of the IAO to ensure documented procedures are in place to support the
Subject Access Requests (Law Enforcement) Procedure.

11.5 Notifications Regarding Rights
When a data subject exercises their rights to rectification, erasure or restriction then the State
Hospital has an obligation to communicate such to all recipients of the information, unless this is

impossible or involves disproportional effort.

The DPO is responsible for communicating to recipients the exercising data subjects’ rights where
practical.

11.6 Complaints
The State Hospital’s complaints procedures take account of complaints which may be received

because of a breach or suspected breach of the Data Protection Act 2018. Individuals should be
advised of The State Hospital's complaints procedures if they are unhappy about the way in which
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their data has been used.

12 TRANSFERS OF PERSONAL DATA OUTSIDE THE UNITED KINGDOM (UK)

Anyone who wishes to send person identifiable information in any format to outside the UK, must
discuss this with the DPO as the levels of protection for the information may not be as
comprehensive as those in the UK. In the majority of cases, such sharing will only be possible if
required by law.

13 BREACHES OF PERSONAL DATA

A breach of personal data may occur when personal information is used in ways that have not
been agreed by The State Hospital through the Privacy by Design and Default process.

The State Hospital is obliged to report personal data breaches to the data subject where the
breach has a high risk to their rights and freedoms, without undue delay. More serious breaches
also require notification to the ICO.

The DPO will provide advice to the State Hospital regarding the severity of the breach and if
notification is required.

Notification to the ICO should be within 72 hours of the State Hospital becoming aware of a
notifiable breach.

13.1 Recording of Personal Data Breaches

All data protection and information security related incidents shall be recorded, documenting the
facts relating to the incident, its effects and any mitigation taken.

DATIX is the recording system for the State Hospital.

Where an incident is complex a supplementary record may be held by the DPO.

13.2  All Staff

All data protection and information security related incidents should be promptly reported via
DATIX. When recording a potential incident staff should use ‘Communications/Information
Governance’ as the type of incident.

13.3 Notification to the DPO

All suspected personal data breaches must be reported to the DPO via DATIX.

13.4 Investigation of Personal Data Beaches

Investigations into potential breaches of personal data should be conducted promptly using the
hospital’s risk management procedures for investigating incidents.

Investigators should liaise with the DPO to ensure that any external notifications requirements are
met.

13.5 Notification to the Data Subject
Where a breach of personal data has occurred and there is a high risk to the rights and freedoms

of a data subject the State Hospital will, without undue delay, inform the individual in clear and
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plain language:

Of the nature of the breach.

The contact details of the DPO.

The likely consequences of the breach.

The measures taken by the State Hospital to address the breach.

13.5.1 Exceptions to Data Subject Notification
Notification to the data subject will be at the State Hospital discretion in cases where the hospital;

e Had appropriate measures in place that means that the information is unintelligible to
unauthorised viewers, such as encryption.
Or

e Has subsequently taken steps to ensure that the high risks to data subject are no longer
likely to materialise.

Where notification to the data subject would involve a disproportionate effort then a public
communication or similar measure can be used.

13.6 Notification to the ICO
The State Hospital is obliged to report personal data breaches to the ICO without undue delay.

Notification should be within 72 hours of the breach occurring unless notification would prejudice
the rights and freedoms of an individual.

In the event of notification exceeding 72 hours, a written explanation of the delay must be included
in the notification.

The DPO is responsible for notifying the ICO of any such breaches.

14 EQUALITY AND DIVERSITY

The State Hospitals Board (the Board) is committed to valuing and supporting equality and
diversity, ensuring patients, carers, volunteers and staff are treated with dignity and respect. Policy
development incorporates consideration of the needs of all Protected Characteristic groups in
relation to inclusivity, accessibility, equity of impact and attention to practice which may
unintentionally cause prejudice and/or discrimination.

The Board recognises the need to ensure all stakeholders are supported to understand information
about how services are delivered. Based on what is proportionate and reasonable, we can provide
information/documents in alternative formats and are happy to discuss individual needs in this
respect. If information is required in an alternative format, please contact the Person-Centred
Improvement Lead on 01555 842072.

Line Managers are responsible for ensuring that staff can undertake their role, adhering to policies
and procedures. Specialist advice is available to managers to ensure that reasonable adjustments
are in place to enable staff to understand and comply with policies and procedures. The Equality
and Impact Assessment (EQIA) considers the Protected Characteristic groups and highlights any
potential inequalities in relation to the content of this policy.

Patient pre-admission assessment processes and ongoing review of individual care and treatment
plans support a tailored approach to meeting the needs of patients who experience barriers to
communication (e.g. Dementia, Autism, Intellectual Disability, sensory impairment). Rapid access
to interpretation/translation services enables an inclusive approach to engage patients for whom
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English is not their first language. Admission processes include assessment of physical disability
with access to local services to support implementation of reasonable adjustments. Patients are
encouraged to disclose their faith/religion/beliefs, highlighting any adapted practice required to
support individual need in this respect. The EQIA considers the Protected Characteristic groups
and highlights any potential inequalities in relation to the content of this policy.

Carers/Named Persons are encouraged to highlight any barriers to communication, physical
disability or anything else which would prevent them from being meaningfully involved in the
patient’s care (where the patient has consented) and/or other aspects of the work of the Hospital
relevant to their role. The EQIA considers the Protected Characteristic groups and highlights any
potential inequalities in relation to the content of this policy”.

The volunteer recruitment and induction process supports volunteers to highlight any barriers to
communication, physical disability or anything else which would prevent them from contributing
meaningfully to patient care and/or engage in other aspects of the work of the Hospital relevant to
their role. The EQIA considers the Protected Characteristic groups and highlights any potential
inequalities in relation to the content of this policy.

15 STAKEHOLDER CONSULTATION

Key Stakeholders Consulted (Y/N)
Patients N
Staff Y
Carers N
Volunteers N

16 COMMUNICATION, IMPLEMENTATION, MONITORING AND REVIEW OF POLICY

This policy will be communicated to all stakeholders within the State Hospital via the intranet and
through the staff bulletin.

The Information Governance Group (Policy Advisory Group) will be responsible for the
implementation and monitoring of this policy. Any deviation from policy should be notified directly to
the policy Lead Author. The Lead Author will be responsible for notifying the Advisory Group of the
occurrence.

This policy will be reviewed every three years, and when appropriate to take into account changes
to legislation that may occur, and / or guidance from the Government and/or the ICO.
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APPENDIX A: THE STATE HOSPITAL'’S IG POLICIES, PROCEDURES AND GUIDANCE

IGO1 Freedom of Information Policy.

IG02 Health Records Policies and Procedures.

IG04 External Website Maintenance Development Policy.
IGO5 Data Protection Policy

IGO6 Intellectual Property Policy.

IGO8 Information and Network Security Policy.

IG10 Subject Access Procedure.

IG11  Media Policy and Procedure.

IG12 Work Space Procedures.

IG13 Buildings & Staff Relocation Guidance.

IG14 Confidentiality in Communications Policy.

IG15 Privacy Impact Assessment - Guidance.

IG16 Privacy Impact Assessment.

IG18 Privacy by Design Procedure.

IG22 Data Protection (Law Enforcement) Policy. (This Policy).
IG28 Records Retention and Disposal Policy.
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APPENDIX B: OTHER RELEVANT LEGISLATION AND GUIDELINES

Human Rights Act 2000

This Act became law on 2 October 2000. It binds public authorities to respect and protect an
individual’s human rights. This will include an individual’s right to privacy (under Article 8) and a
service user’s right to expect confidentiality of their information at all times.

Article 8 of the Act provides that ‘everyone has the right to respect for his private and family life, his
home and his correspondence’. However, this article also states ‘there shall be no interference by
a public authority with the exercise of this right except as is in accordance with the law and is
necessary in a democratic society in the interests of national security, public safety, or the
economic well-being of the country, for the prevention or disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms of others’.

Regulation of Investigatory Powers Act 2000

This Act combines rules relating to access to protected electronic information as well as revising
the ‘Interception of Communications Act 1985’. The Act aims to modernise the legal regulation of
interception of communications in the light of the Human Rights laws and rapidly changing
technology.

Crime and Disorder Act 1998

This Act introduces measures to reduce crime and disorder, including the introduction of local
crime partnerships around local authority boundaries to formulate and implement strategies for
reducing crime and disorder in that local area.

The Act allows disclosure of person identifiable information to the Police, Local Authorities,
Probation Service or the Health Service but only if the purposes are defined within the Crime and
Disorder Act. The Act does not impose a legal requirement to disclose/exchange person
identifiable information and responsibility for disclosure rests with the organisation holding the
information. There should be a Crime and Disorder Protocol governing the disclosure/exchange
and use of personal information within a local authority boundary agreed and signed by all involved
agencies and organisations.

The Computer Misuse Act 1990

This Act makes it a criminal offence to access any part of a computer system, programs and/or
data that a user is not entitled to access. Each organisation will issue each user an individual user
id and password which will only be known by the individual they relate to and must not be divulged
/ misused by other staff. This is to protect the employee from the likelihood of their inadvertently
contravening this Act.

Each organisation will adhere to the requirements of the Computer Misuse Act 1990 by ensuring
staff are made aware of their responsibilities regarding the misuse of computers for personal gain
or other fraudulent activities. Any member of staff found to have contravened this Act will be
considered to have committed a disciplinary offence and be dealt with accordingly.

The Access to Health Records 1990

This Act gives data subject’s representatives right of access to their manually held health records,
in respect of information recorded on or after 1 November 1991. This Act is only applicable for
access to deceased person’s records. All other requests for access to information by living
individuals are provided under the access provisions of the Data Protection Act 2018.

Access to Medical Reports Act 1988

This Act allows those who have had a medical report produced for the purposes of employment
and/or insurance to obtain a copy of the content of the report prior to it being disclosed to any
potential employer and/or prospective insurance company.
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Legislation to restrict disclosure of personal identifiable information

Human Fertilisation and Embryology (Disclosure of Information) Act 1992.

NHS (Venereal Diseases) Regulations of 1974 and 1992.

AIDS (control) Act 1987.

NHS Data Controllers and Primary Care Data Controller (Sexually Transmitted Diseases)
Directions 2000.

Abortion Act 1967.

The Adoption Act 1976.

NHS Act 1977.

Legislation requiring disclosure of personal identifiable information

Public Health (Control of Diseases) Act 1984 & Public Health (Infectious Diseases) Regulations
1985.

Education Act 1944 (for immunisations and vaccinations to NHS Data Controllers from
schools).

Births and Deaths Act 1984.

Police and Criminal Evidence Act 1984.
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APPENDIX C: DEFINITIONS

Data Subject
A ‘Data Subject’ is a living natural person.

Personal Data
‘Personal data’ means any information relating to an identified or identifiable data subject.

Processing
‘Processing’ means any operation(s) performed on personal data, whether automated or not, such
as collection, storage, organisation, adaption, alteration, use, disclosure, erasure or destruction.

Profiling

‘Profiling’ means any form of automated processing of personal data to evaluate certain personal
aspects of the data subject. In particular to analyse or predict a data subjects performance at work,
economic situation, health, personal preferences, interests, reliability, behaviour, location or
movements.

Controller
‘Controller’ or ‘data controller’ means a natural or legal person, public authority, agency or body
which alone or jointly determines the purpose and means of processing personal data.

Processor
‘Processor’ or ‘data processor’ means a natural or legal person, public authority, agency or body
that processes personal data on behalf of a controller.

Third Party
‘Third party’ means any natural or legal person, public authority, agency or body other than:
e The data subject.
e Controller.
e Processor.
e Persons who are under the direct authority of the controller or processor who are
authorised to process personal data.
Consent

‘Consent’ means any freely given, specific, informed and unambiguous indication of the data
subject’s wishes, by a statement or by clear affirmative action, signifies agreement to the
processing of their personal data.

Data Concerning Health

‘Data concerning health’ means personal data relating to the physical or mental health of a data
subject, including the provision of health care services, which reveal information about their health
status.
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